IHamsaTka nis 00yyarmuxcsa 00 HHGOPMAITMOHHOM 0€30IIACHOCTH

C KaXXJIbIM TOAOM MOJIOACKN B HMHTCPHCTC CTAHOBUTBLCA 60J'IBHI€, a

IIKOJIbHUKMA OJHW W3 CAMbIX AKTUBHBIX IMOJb30Barened Pynera. Mexnay Ttewm,

MIOMUMO OTPOMHOTO KOJIMYE€CTBA BOBMOKHOCTEW, MHTEPHET HECET U POOIeMBbI. IDTa

IHaMsTKa JOJIKHA IIOMOYb TeOe Oe30macHo HaxXxOOUTHCA B CCTH.

KomnbrorepHbie BUPYCHI

KommnbioTepHblii BUPYC — 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MPOrPaMM,

OTJIMYUTEIILHOM OCOOCHHOCTBIO KOTOpOﬁ SIBJISIETCS CITOCOOHOCTH K Pa3MHOKCHUIO.

B nonosHeHne K 3TOMY, BUPYCBI MOTYT IIOBPEIWTH WA ITOJHOCTBIO

YHUYTOXUTb BCC (baﬁﬂbl U JAaHHBIC, ITOAKOHTPOJIbHBLIC IT0JIB30BATCIIO, OT MMCHU

KOTOpOTo ObLIA 3amylleHa 3apaXxEéHHas IPOrpaMMa, a TaKKe NOBPEIUTh WM JaxKe

YHHUYTOXHUTD OIICPAINOHHYIO CUCTEMY CO BCCMU q)aﬁHaMI/I B IICJIOM. B OonpmmHcTBE

CIy4acB paCIpoCTPaHAIOTCA BUPYCHI YCPC3 MHTCPHCT.

MeTo/1bl 3alIUThI OT BPEOHOCHBIX IPOrpaMM:

1.

I/ICHOHBC’)Yﬁ COBPCMCHHBIC OIICPpAIIMOHHBIC CHUCTCMBbI, UMCIOIIIHC CCpBé?;HBII?I
YPOBCHDB 3allIMTLI OT BPCAOHOCHBIX IIPOIrpaMM;

[locrossHHO ycTraHaBnuBail mnaruu  (UUGPOBBIE  3aIlIaTKU, KOTOPBIC
aBTOMAaTUYECKH YCTAHABIMBAIOTCA C LEJbI0 JOPabOTKH MporpamMMbl) U
Jpyryue OOHOBJICHUSI CBOCH omeparimoHHON cucTembl. CKaunMBal UX TOJBKO C
odurmanpHoro caiita pazpadorunka OC. Ecau cymecTByeT pexum
aBTOMAaTHYE€CKOTO OOHOBJICHUS, BKJIFOUH €T0;

PaGoraii Ha cBoeM KOMIBIOTEpE IO/ TpaBaMH TIOJL30BaTENsI, a He
aIMUHUCTPATOPA. DTO HE TO3BOIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
WHCTAJUTUPOBATLCA HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

Hcrmonp3yldi  aHTUBHUPYCHBIE  TPOTPAaMMHBIC  TPOAYKTBI  M3BECTHBIX
MIPOU3BOAUTENICH, C aBTOMATHYECCKUM OOHOBJICHHEM 0a3;

Orpanunub HU3NUECKUI JOCTYI K KOMITBIOTEPY AJIsi MOCTOPOHHUX JIUII;

Wcrnionp3yii BHENIHUE HOCUTENIN UHPOPMAITUH, TAKUE KaK (PIIeriKka, JUCK Ui
¢aiin u3 HHTEpPHETA, TOJIBKO U3 MIPOBEPEHHBIX HCTOYHUKOB;

He oTkpeiBail koMmblOTEpHbIE (ailyibl, MOJyYEHHbIE W3 HEHAJAEKHBIX
UCTOYHUKOB. Jlaxke Te (aiiibl, KOTOpble Mpuciail TBOW 3HaKoMbId. Jlydie
YTOYHH Y HETO, OTIPABJISUI JIU OH TeOe UX.



Cern WI-FI

Wi-Fi - 310 He B mepenayn JaHHBIX, HE TEXHOJIOTHUS, & BCETO JIUIb OpeH/I,
mapka. Eme B 1991 romy Huaepianjackass KOMIAHHUS 3aperucTpupoBana OpeH[
«WECA», uto o06o3Hauanio cnoBocodyeranue «Wireless Fidelity», kotopsiit
MIEPEBOIUTCS KaK «OCCIIPOBOTHAS TOUHOCThY.

Jlo Haiiero BpeMeHH Jolia Apyras abopeBuarypa, Kotopas SBJISI€TCs TaKOU
e TexHojorued. Ito adbpeBuarypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JAaHO C
HaMEKOM Ha CTaHJapT BBICIHINI 3BykoBoM TexHukH Hi-Fi, uTo B mepeBoae o3Havdaer
«BBICOKAsI TOUHOCTBHY.

Ja, OecruiaTHbIi HHTEPHET-A0CTYN B Kae, OTeNsIX U a’3pornoprax sSBISETCS
OTJINYHOW BO3MOKHOCTBIO BBIXO/1a B MHTEpHET. HO MHOTHE SKCIIEPThI CUUTAIOT, UTO
obmenoctynubsie Wi-Fi ceTu He sBIsitoTCS 6€3011aCHBIMH.

CoBeThbl 110 0€30MaCHOCTH padOTE B OOIIENOCTYIHBIX ceTax Wi-fi:

1. He mepenaBaii cBOIO JIMUHYIO MHGOpMAIMIO yepe3 obimenoctynubie Wi-Fi
cetu. PaboTras B HUX, KeNaTeIbHO HE BBOAUTH IMAPOJIU JOCTYIIA, JOTHHBI H
KaKHe-TO HOMepa,;

2. Vcnone3yit n OOHOBISH aHTUBHPYCHBIE MPOTPAaMMbI M OpaHamayep. Tem
cambIM Thl 00€30MacuIllb ce0s OT 3aKauKH BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonwzoBanuu Wi-Fi otkiroun ¢pynkiuio «O0muii JoCcTyn K ¢aiiiaam u
npuHtepam». JlaHHas QyHKIHUS 3aKpbITa IO YMOIYAHUIO, OJJHAKO HEKOTOPHIE
MOJIb30BAaTEIN aKTUBUPYIOT €€ Jisl yA0OCTBa MCIOJIb30BaHUs B paboTe WiIn
yueoe;

4. He ucnons3yii nyonnunsiii WI-FI a1 nepenaun TMYHBIX TaHHBIX, HATPUMED

AJIs1 BbIXO4a B COOMAJIbHBIC CCTU HUJIN B JICKTPOHHYIO ITOYTY,

5. Mnonp3yit Tonbko 3amuiieHnoe coenuHenue uepe3 HTTPS, a ue HTTP, t.e.
pu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B MmoOmnpHOM Tenedone otkmroun ¢yskiuio «llogkmouenne k Wi-Fi
aBToMarnueckn». He nomyckail aBTOMaTnuecKoro MOAKIFOUEHUsI YCTPOUCTBA
Kk cetaM Wi-F1 6e3 TBoero coracusi.

ConmnajbHbIe CeTH

CoumanbHble CETU aKTUBHO BXOJISAT B HAIIly KU3Hb, MHOTHE JIIOAU PabOTarOT
W JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MHILIAAP]] YETOBEK,
qTO SABJISIETCSA OJTHOU CENbMOU BCEX JKUTEIEH IIAHETHI.



MHorue nojb30BaTe/iv He ITIOHMMAIOT, 4YTO I/IHqJOpMaI_II/IH, pasMCIICHHAaA UMHA

B CONHUAJIBHBIX CCTAX, MOXCT OBITH HaﬁHCHa M UCIIOJIb30BaHa KEM YIroaHoO, B TOM

YHUCe HE 0053aTeNIbHO ¢ OJaruMi HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 0€30ITaCHOCTH B COIIMAJIBbHBIX CCTAX.

1.

OrpaHuyb CIIUCOK JIpy3eil. Y TeOs B Ipy3bsiX HE JAOJKHO OBITh CITyYalHbBIX U
HE3HAKOMBIX JIIO/IEH;

3amuinai cBOI 4acTHYIO *U3Hb. He yka3biBail mapoiu, TeneoHsl, aapeca,
JlaTy TBOETO POXKACHUS U APYTYIO TUUHYIO HH(POPMAIUIO. 370YMBIIIIICHHUKH
MOTYT HCIIOJNb30BaTh Jake MH(OPMALMIO O TOM, KaK Thl U TBOU POJUTEIU
IUIAHUPYETE MPOBECTU KAHUKYIIBL;

3amuinai CBOIO peryTaIuio - IepKU €€ B YHCTOTE U 3aJiaBaii cebe BOIpOC:
XOTeNl Obl ThI, YTOOBI JPYTHE IMOJIb30BATEIU BUACIH, YTO Thl 3arpyXkKaciib?
[Tomymaii, mpexe ueM 4To-TO OMyOIMKOBATh, HAITUCATh U 3arPy3HUTh;

Ecnu TBI rOBOpHIB C JIFOABMH, KOTOPBIX HE 3HACIlb, HE MCIOJIb3Yyill CBOE
peanbHOE UMsI U APYTYIO JUYHYIO MH(OpPMAIMU: UMs, MECTO >KUTEJIbCTBA,
MECTO y4eObl U IPOYEE;

N36erait pasmenienust ¢ororpaduit B MHTEepHeTe, rae Thl M300pa)keH Ha
MECTHOCTH, TI0 KOTOPO MOYHO ONPEIETUTh TBOE€ MECTOIOJIOKEHHUE;

[Ipu peructpaiuu B COIMAIBHON CETH HEOOXOJUMO UCIIOJIb30BATh CIIOXKHBIE
MapoJIu, COCTOSIIME U3 OYKB U IU(P U C KOJTUIECTBOM 3HAKOB HE MEHEE &;

JIns conmanbHOM CETH, MOYTHI M IPYTUX CAaWTOB HEOOXOIUMO HMCIIOJIb30BaTh
passble maponu. Torma ecinu TeOs B3JIOMAIOT, TO 3JIOYMBIIINICHHUKH TTOTydar
JOCTYII TOJBLKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIEKTPOHHbIE ICHbI' U

DNEKTPOHHBIC JEHBI'M — ATO OYEHb YAOOHBIA CHOCOO TIATEeXKeM, OHAKO

CYymICCTBYIOT MOIICHHUKH, KOTOPBIC XOTAT IHMOJYHYHUTb 3THU JACHBI'H.

3J'I€I(Tp0HHI)Ie ACHBI'N ITIOABHUJINCH COBCEM HCIAaBHO M MMCHHO HM3-3a 3TOI'O BO

MHOTHUX IroCyaapCTBax a0 CHUX IIOP HC IMPOIMMUCAHO ITPO HUX B 3dKOHAX.

B Poccun sxe oHM QYHKIIMOHUPYIOT U O HUX YK€ MTPOIMKCAHO B 3aKOHE, IJIE UX

pa3lensaioT Ha HECKOJIBKO BUOB — AHOHUMHBIEC U HE aHOHUMHBIE. Pa3Huiia B ToMm,
YTO aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOAUTH orepanuu 0e3

I/I,Z[CHTI/I(bI/IKaIII/II/I IMOJIB30BAaTcCJIsA, 4 B HC aHOHHMHBIX I/IIICHTI/I(I)I/IKaHI/II/I IIOJIB30BAaTCIIA

SBJISIETCS 003aTEILHOI.
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Taxke crnenyer pas3nuyarbh OJIIEKTPOHHBIE (UAaTHbIE JEHBI'H (paBHBI

TOCYJAapCTBEHHBIM BajJlOTaM) W D3JCKTPOHHBIC HehUATHBIC JCHBIU (HE PaBHBI

rOCYJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIC COBETHI 110 0€30IMacHOM pa60Te C JJICKTPOHHBIMH ACHbI'daMU :

1.

4.

[TpuBsixu Kk cuety MOOWIBbHBINA TelaedoH. ITO camblil yIOOHBIH U OBICTPHIi
crioco0 BOCCTAHOBHUTH JOCTYyH K cueTy. [IpuBs3aHHBIM TeneoH MOMOKET,
ecnyu 3alyfenib CBOM IUIATSXKHBIM IMapoibh WIM 3aijenib Ha CalT ¢
HE3HAKOMOI'O YCTPOWCTBA;

HUcnonb3yt omHopazoBeie mnaposm. [locne mnepexoma Ha yCHICHHYIO
aBTOPU3ALIMIO TeOE yKe He OyAeT yrpoKaTh OMACHOCTh KPaXku UJIU MepexBara
MJIATEKHOTO HapoJIs;

Beibepu ciiokHbIil maponb. llpecTynmHukam Oyaer He NPOCTO Yrajaarb
CIIOXKHBII TTapoib. HaiexkHbie mapoiau — 3TO Mapoiiv, KOTOPBIE COJepIKaT He
MEHee 8 3HAKOB M BKITIOUAIOT B ¢e0sl CTPOYHBIC U MPOITUCHBIC OYKBBI, IIH(PHI
Y HECKOJIbKO CHMBOJIOB, TaKHME KaK 3HaK JoJ1apa, (GyHTa, BOCKIMIATEIbHbIM
3HaK ¥ T.11. Hampumep, $tROng!;;

He BBOAH CBOM JIMYHBIC JAHHBIC Ha CaﬁTaX, KOTOPBIM HE JOBCPACIIID.

DJIEKTPOHHAS MOYTA

3J’I€KTpOHHa$I IMo4Ta — 3TO TCXHOJIOTHA U IMPCAOCTABIIICMBIC CIO YCIIYT'H I10

MEPECHUIKE U TOMYUYCHUIO DJIEKTPOHHBIX COOOIIECHUI, KOTOPhIE PACTIPEACIISIIOTCS B

KOMITBIOTEPHOU CETH.

OOGBIYHO SJIEKTPOHHBIA MOYTOBBIN SAIIUK BBIIISIUT CICAYIOIMIMM 00pa3oMm:

UMsI_TIOJIb30BaTENIsI(@UMSI_JIOMEHA.

Taxoxe KpoME riepeaadu mpoCToro TCKCTa, MMCCTCS BO3MOKHOCTD IICpEaaBarTb

(baibl.

OCHOBHBIE COBETHI 110 0€30ITACHOM PA0OTE C AITEKTPOHHOMN MTOYTOM:

1.

Hano BbIOpaTh mpaBUIIbHBIN OYTOBEIN CepBHC. B MHTEpHETE €CTh OTPOMHBIH
BbIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JyYIlle JOBEPATH TEM, KOTO
3HACIIb U KTO NIEPBbIA B PEUTHUHIE;

He yka3piBaii B nuuHOM mouTe JMyHyro uHGopmauuio. Hanpumep, mydine
BBIOpATh «MY3bIKaIbHBINA _(haHaT@» unn «pok2013» BMecTo «remal3y;

Hcnonp3yit ABYX3TaHYO aBTOPHU3AIMI0. ITO KOTJa IIOMUMO TapoJis HY>KHO
BBOJIUTH KOJI, IpUChLIaeMbIil o SMS;



Br16epu cnoxHbIN Tapoib. JIJisi KaKI0ro MOYTOBOTO SIITUKA JTOJDKEH OBITh
CBOM HAJICKHBIM, YCTOWYMBBIN K B3JIOMY IIapOJIb;

Ecnu ecTp BO3MOKHOCTB HAIIMCATh CAMOMY CBOM JINYHBIN BOIPOC, UCITOJIb3YH
3Ty BO3MOXKHOCTB;

Hcrionp3yil HECKOJIBKO TTOYTOBBIX SIIUMKOB. [I€pBbIii 711 YaCTHOW MEPETTUCKU
C aJpecaraMu, KOTOPbIM Thl JOBEPACIIb. ITO ICKTPOHHBIA apec HE HA/IO
HCII0JIh30BaTh MPU PErUCTpaIiiy Ha popymax U cailTax;

He oTkpbiBaii aiisiel 1 Jpyrye BIOKEHUS B TUChMaX JAa)Ke €CITU OHH MPUILLITH
OT TBOUX Apy3eil. JIyuliie yTouH# y HUX, OTIPaBISUIN JIU OHU TeOe ATU (aiiibi;

[Tocne okoH4UaHUs1 PaOOTHI HA TIOYTOBOM CEPBUCE MEPE]T 3aKPHITUEM BKJIAKH
C cailToM He 3a0y/b Ha)KaTh Ha «BeIATIY.

Ku0epOysinHT Wi BUPTyaJIbHOE M31€BATEJIbCTBO

KubepOymummHar —  mpeclieoBaHue  COOOIICHHSAMH,  COJEp KaIuMU

OCKOp6JI€HH51, arpeCCulo, 3allYyTMBAaHHC, XYIIUTaHCTBO, COIINaJIbHOC

OOMKOTHPOBAaHUE C TOMOUIBIO PA3JIMYHBIX HUHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 10 00PKLOE ¢ KHOEPOYILIIMHTOM:

1.

He Opocaiics B Ooi. Jlyumuii cnmoco0: mocoBeTOBaThCA Kak ceOsl BECTH W,
€CJIM HEeT TOT0, K KOMY MOXKHO OOpaTUThCs, TO BHaYaje ycrnokouTbes. Eciu
Thl HAYHEIIb OTBEYaTh OCKOPOJICHUSIMU Ha OCKOPOJICHHS, TO TOJBKO €IIe
00JIBIIIEe PA3OXIKENTh KOH(PIUKT;

VYrpasnisii cBoeit kubeppemnyTaiuei;

AHOHMMHOCTB B CETH MHHUMas. CYH_ICCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOUT
34 aHOHMMHBIM aKKayHTOM;

He croutr Bectu Xynuranckuii oOpa3 BHUpPTyalibHOM KU3HU. WHTepHET
¢dbuKcupyeT Bce TBOU JEHUCTBUSA U COXpAHSET UX. YIAIUTh WX OyneT KpaiiHe
3aTPYIHUTEIBHO;

Cobmtonait CBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupy#t  enuHW4YHBIA  HeratuB. OmHOpa3oBbIE  OCKOPOHWTENbHBIE
cooOIIeHUsl Jyulle UrHopupoBaTh. OOBIYHO arpeccusi MpeKpailaercss Ha
HavaJIbHOM CTaJuM,

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXHOCTh OJIOKUPOBKU OTIPABKH COOOIICHHI C
OINPEEIICHHBIX a/IPECOB;



8. Eciu Tb1 cBuaerens kuOepOyminHra. TBOM AEHCTBHS: BBICTYHNHUTH MPOTHB
npeciieioBaTelis, MoKa3aTh €My, YTO €0 JACWCTBHS OLIEHUBAIOTCSI HEraTUBHO,
MOJ/IEPIKATh KEPTBY, KOTOPOI HY»Ha TICHUXOJIOTHYECKasi TOMOIIb, COOOIIUTh
B3POCIIBIM O (haKTe arpecCUBHOTO MOBEICHHUS B CETH.

MoOnabHbIi Tes1edoH

CoBpeMeHHbIe cMapT(OHBI U TJIAHIIETHI COJEPKAT B ce0e BIIOIHE B3POCIBIN
GbyHKIIMOHAN, W Temepb OHM MOTYT KOHKYpHpOBaTb CO CTal[MOHAPHBIMU
KoMmnbloTepamu. OaHaKO, CPEACTB 3alIUTHI JIJIsi MTOJAOOHBIX YCTPONCTB MOKa OYEHb
MaJo.

TCCTI/IpOBaHI/Ie H ITOUCK YH3BHMOCTCﬁ B HUX IIPONUCXOJNUT HC TaK MHTCHCHUBHO,
KakK aJIs1 HK, TO K€ caMO€ KacaeTcss 1 MOOMIILHBIX HpHHO)KGHHﬁ.

CoBpeMeHHbIE MOOWIbHBIE Opay3epbl YK€ MPAKTHYECKU JIOTHAIH
HACTOJIbHBIE aHAJOTH, OJHAKO paclMpeHue (QyHKIHOHATIA BiI€YeT 3a CcoOoM
OOJIBIIYIO CIIO)KHOCTD U MEHBIIYIO 3aIIUIIEHHOCTb.

I[aJ'ICKO HC BCC IIPOU3BOAUTCIIN BBIITYCKAIOT O6HOBJI€HI/I$I, 3aKpPbIBAIOIINC
KPUTUYICCKHC YA3BUMOCTH JJIA CBOUX yCTpOﬁCTB.

OCHOBHBIE COBETHI JUI 0€30HaCHOCTA MOOMIBHOTO TenedoHa:

1. Huyero He sABiseTcs mo-HACTOsIIEMYy OecruiaTHBIM. bynb OCTOpOKeH, BeIb
Korma Tebe mpejiaraoT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKue-TO TUIaTHBIE YCITYTH;

2. Hdywmaii, mpexae yem otnpaBuTh SMS, ¢hoTto uin Buaeo. Thl TOUHO 3HAEIID,
IJle OHU OYyIyT B KOHEYHOM UTOTE?

3. HeoOxoammo 0OHOBIIATH ONEPAIIMOHHYIO CHCTEMY TBOETO cMapT(doHa;
4. Vicnonw3yil aHTUBUPYCHBIE IPOTPAMMBI JIsI MOOMIIBHBIX TEJIE(POHOB;

5. He 3arpyxaii npujio)keHus: OT HEM3BECTHOIO MCTOYHUKA, BEIb OHH MOTYT
COJIEPKaTh BPEIOHOCHOE IPOrPaMMHOE 00ECIICUCHHE;

6. ITocme Toro kak THI BHIMACIIH C caiiTa, TI€ BBOIWJ JIMUHYIO UH(OpPMAIIHUIO,
3aiiIi B HACTPOUKHU Opay3epa u yaaau cookies;

7. Tlepuognuecku MpoBepsd KaKWe IJIaTHBIC YCIYTH aKTHBHUPOBAHBI HA TBOEM
HOMEDE;
8. HaBaii cBoii HOMEp MOOMJIBHOTO TenedOHA TOJBKO JIIOASAM, KOTOPBIX ThI

3HAclIb 1 KOMY OOBEPSACHIb,

9. Bluetooth nmomkeH OBITH BBIKIIOYEH, KOTAAa Thl UM HE MOdb3yembes. He
3a0bIBaii HOTIA TPOBEPSTH ITO.



Online urpsi

CoBpeMEHHbIE  OHJIAWH-UTPBl — 3TO  KPAaCOYHBIE, 3aXBaThIBAIOIIHNE
pa3BieueHUs, OObEANHSIIONIMNE COTHU THICAY YENOBEK MO Bcemy Mupy. Mrpoku
UCCIIEYIOT JAHHBIM MM MHp, OOLIAIOTCA IPYr C APYTOM, BBIIOJHSIOT 3aJlaHus,
CPAKAIOTCSI C MOHCTPaMU M IIOJYy4YarOT ONBIT. 3a YIOBOJIBCTBHUE OHHM ILIATAT:
MOKYIAIOT AUCK, OIUIAYMBAIOT Aa0OHEMEHT WJIM IPUOOPETAIOT KAKUE-TO OILIUH.

Bce atu cpencTsa uayT Ha OAJIEpKAHUE U Pa3BUTUE UI'PBI, @ TAKKE HA caMy
0€30MaCHOCTh: COBEPILEHCTBYIOTCS CUCTEMbI aBTOPHU3AIlUH, BBITYCKAIOTCSI HOBBIC
naTau (1u@POBBIC 3aTUIATKH 71 IPOTPAMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B nogoOHbIX Urpax CTOUT OnacaThCs HE CTOJIBLKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)K{ TBOETO MapoJis, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMKM OOJIbIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOETO HT'POBOI'O aAKKAYHTA.

1. Ecnu npyroit urpox BeneT celsi MI0X0 WM CO3/laeT TeOe HEMPHUSTHOCTH,
3a0JIOKUPYH €T0 B CIIUCKE UTPOKOB;

2. Tloxamy¥icsi aIMUHUCTpATOpPaM WTPHI Ha IJI0XOE€ MOBEACHHE 3TOTO UTPOKa,
YKEJATENIbHO MPUIIOKUTh KAKHE-TO JI0KA3aTENbCTBA B BUAE CKPUHOB;

He yxa3zpiBaii muunyto nuHpopmaiuio B npodaise urpsi;
YBaxkall Ipyrux y4aCTHUKOB I10 UIPE;
He ycranapnmmBait HeouuaabHbIC TATYX U MOJIBI;

Hcnonb3yi CI0XKHBIE U PA3HBIE TAPOJIH;

N o 0k~ w

Jlaxxe BO Bpemsi UTPbl HE CTOUT OTKJIKOYaTh aHTUBHUpYC. [Ioka Thl Urpaeuib,
TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WJIH Kpaika JIMYHBIX JaHHbIX

OOBIYHOI Kpakel AEHEr W JOKYMEHTOB CETrOJHS YK€ HUKOTO He YIUBHfIIb,
HO C pAa3BUTHEM HWHTEPHET-TEXHOJIOTUN 3JIOYMBILUICHHUKN NEPEMECTWINCH B
UHTEPHET, U MPOAOIKAIOT 3aHUMATHCS «JTFOOMMBIM» J1€JIOM.

Tak mosiBuiIach HOBasi yrpo3a: MHTEPHET-MOIICHHHUYECTBA WM (DUILIUHT,
IaBHAs 1€JIb KOTOPOIO COCTOMT B MOJYYEHUH KOH(MUIECHIUATBHBIX JIaHHBIX
NoJIb30BaTesell — JIOrMHOB U napojeil. Ha anrmuiickom si3bike phishing ynrtaercs
kak ¢pumuHr (ot fishing — preibHas noBis, password — maposs).

OCHOBHBIE COBETHI 110 00PKLOE ¢ HUIITUHTOM:




1. Crienu 3a cBOMM aKKayHTOM. Eciid ThI 1TO103peBaciiib, 9TO TBOS aHKETa OblIa
B3JIOMaHa, TO HE0OXOMMO 3a0JIOKUPOBATH €€ U COOOLTUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOXKHO CKOpee;

2. HCHOHLSYﬁ Oc30macHbIe BC6-CaﬁTLI, B TOM YHCJIC, HHTCPHCT-MAIrd3MHOB U
ITIOUCKOBBLIX CUCTCM,

3. Hcnonb3yit ciloXHBIE W pasHble Tapoiau. Takum oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKHU TOJTydaT JTOCTYI TOJBKO K OJHOMY TBOEMY
porITIo B CETH, a HE KO BCEM;

4. Ecnu TeOs B3J10MaJId, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J00aBJIE€HBI y TEOS B JpYy3bsAX, O TOM, 4TO TeOs B3JIOMalu H,
BO3MOXKHO, OT TBOETO HMMEHH OyleT pacchlaaThCsi CIlaM M CCBUIKM Ha
(OUILIMHTOBBIC CANTHI;

5. YcranoBu HagexHbii apois (PIN) Ha MOOMIBHBIN TenedOH;
6. Otwiroun coxpaHeHue naposs B Opaysepe;

7. He otkpbiBaii (paiiibl U Jpyrue BIOKEHUS B MUChbMax JaKe €CJIM OHU MPUIILIA
OT TBOUX Apy3eil. JIyuliie yTouH# y HUX, OTIPaBISUIN JIU OHU TeOe ATU (aiiibi;

Hudposas penyrauus

[{udposas pemyTarus - 5T0 HEraTUBHAs WM MTO3UTHUBHASI MH(OPMAIIHS B CETH
o tebe. Kommpomerupytomas uHpopMmaius pasMeileHHass B WHTEPHETE MOXKET
CEpBhE3HBIM 00Pa30M OTPA3UTHCS HA TBOCH peaTbHOM KU3HHU.

«IudpoBas pemyranus» - 3TO0 TBOM UMUK, KOTOPBIM (dopMupyeTcs U3
uH(popmalu o Tebe B MHTEPHETE.

TBoe MecCTO JKHUTENbCTBA, Y4yeObl, TBOE€ (PUHAHCOBOE TOJIOKEHUE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJU3KUX — BCE ATO HAKAILJIUBAETCS B CETH.

MHorue mNOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MNYyONMKalMM JIMYHOU
uHdopmaru B MHTEpHETE, HE TTOHMMAs BO3MOXHBIX MOCIEACTBUN. Thl Maxke He
CMOXKEITh JA0TaaaThcs O TOM, 4yTo (ororpadusi, pa3MeIIeHHas 5 JeT Ha3aj, cTaja
MPUYUHON OTKa3a MPUHSATH TeOS Ha paboTy.

KommeHnTapum, pazmenienrne TBoux ¢Gororpaduii u apyrue IeHCTBUS MOTYT
HE MCUE3HYTh JIaXKe MOCTE TOTO, KaK Thl MX yAAJIUIIb. Thl HE 3HACIIb, KTO COXPaHWII
3Ty UH(OPMAIIHIO, TTOTajla JIU OHA B MIOMCKOBBIE CHCTEMBI U COXPAHUIIACH JIM OHA, a
IJIABHOE: YTO MOAYMAIOT O Te0e OKpY>KaloIlee JIFOI1, KOTOpbIe HAUAYT U YBUAST 3TO.
Haiitn uHpopmaIio MHOTO JIET CIyCT CMOXET 000 — Kak H3 J00pbIX
noOyX/IeHUM, TaK ¥ C HAMEPEHHEM MIPUYUHUTD Bpel. ITO MOXKET OBITh KTO YTOJIHO.



OCHOBHBIC COBETHI 110 3aIIuTC HHd)DOBOﬁ pernyranuu.

1. Tlogymaii, mpex e 4yem 4To-To MyOJIMKOBATh U MepeaaBarh y ceds B O1ore min
B COLIMAJILHOM CETH;

2. B Hacrtpoiikax mpoduiis yCTaHOBH OTpaHMYEHHUS HA TPOCMOTP TBOETO
po(uII U €ro COAEPKUMOTrO0, CAENall €ro TOJIBKO «JIs APY3ei»;

3. He pa3memaii m He yka3wiBaii WH(OpPMAIUIO, KOTOpas MOXET KOro-jmbo
OCKOPOJIATh UK OOMKATh.

ABTOpPCKOE NIPaBo

COBpeMeHHBIe INKOJIBbHUKHW— AKTHUBHBIC ITOJIB30BAaTCIIN LII/ICI)pOBOl"O
IMpoCTpPaHCTBA. OI[HaKO JaJICKO HC BCC 3HAIOT, 4YTO IIOJIb30BAHHC MHOTHNMMU
BO3MOKHOCTAMMU HI/I(prBOI“ (O] MHpa Tp€6y€T CO6JIIOI[€HI/I$I IIpaB Ha
HHTCIJICKTYAJIbHYTIO COOCTBEHHOCTb.

TepMUH «MHTEUIEKTyallbHAsi COOCTBEHHOCTH» OTHOCHUTCA K Pa3InUYHbIM
TBOPEHUSIM YEJIOBEYECKOT0 yMa, HadyMHasi C HOBBIX M300pPETEHHUN M 3HAKOB,
0003Ha4YarOIIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYIU , U 3aKaHYMUBAsl KHUTAMHU,
¢doTtorpadusmu, KUHOUIBMAaMU U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKHME TIpaBa — ATO MpaBa Ha MHTEIUIEKTYyaJIbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEACHUS HAyKH, TUTEPATYPBI U HCKYCCTBA.

ABTOpPCKHE TpaBa BBICTYHNAlOT B Ka4eCTBE TrapaHTHUH TOrO, YTO
WHTEJUICKTYaIbHBIN/TBOPUECKUNA TPYJ aBTOpa HE OyJIeT HalpacHbBIM, JacT €My
CIIPaBEIJIMBBIE BO3MOKHOCTH 3apa0d0TaTh Ha Pe3yjbTarax CBOETO Tpy/a, MOIY4YHUTh
M3BECTHOCTH Y MPU3HAHUE.

Hukro 0e3 paspemieHuss aBropa HE MOXET BOCIPOU3BOAUTH €ro
POU3BEACHUE, PACIPOCTPAHATh, MYOJIMYHO JAEMOHCTPUPOBATH, MPOJABATH,
UMIIOPTUPOBATh, IIyCKaTh B MPOKAT, MyOJIMYHO UCHOIHSATH, IOKAa3bIBATH/UCTIOIHATh
B a(upe wim pazmeniars B MlHTepHeTe.

Hcnonp30BaHUE  «IUPATCKOTO»  MPOrPaMMHOTO  OOECTIEYeHHS] MOXKET
IIPUBECTU K MHOIMM pHUCKaM: OT IIOTEPU MAAHHBIX K TBOMM aKKayHTaMm [0
OJIOKMPOBKHU TBOETO YCTPOICTBA, IJI€ YCTAHOBJICHHBIN HE JierajbHas nporpamMma. He
CTOUT TaK)Ke 3a0bIBaTh, YTO CYIIECTBYET JIETalibHbIE U OECIUIaTHBIE MPOTPAMMBI,
KOTOpbI€ MOYKHO HANTH B CETH.

O nopraJe

CereBu4oK.p( — TBOI TJIaBHBIN COBETYMK B CETU. 3AC€Ch Thl MOXKEIIIb Y3HATh
0 0€30MacHOCTH B CETH MOHSATHBIM U JOCTYITHBIM SI3BIKOM, & TIPH BO3HUKHOBEHHUH
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KPUTHUYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe MPHUHATH y4yacTHE B
KOHKYpCax U CTaTh CaMbIM HU(POBBIM TpakTaHUHOM !

HUctounuk https://www.e tuHBINYPOK.Dh/



https://www.единыйурок.рф/index.php/rekomendatsii-o-razmeshchenii-na-informatsionnykh-stendakh-ofitsialnykh-internet-sajtakh-i-drugikh-resursakh-oo-informatsii-o-bezopasnosti-v-internete/item/219-prilozhenie-2-informatsionnaya-pamyatka-dlya-obuchayushchikhsya-dlya-razmeshcheniya-na-ofitsialnykh-internet-resursakh

